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WASHINGTON, OC 20350
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OPl?AVINST551O.158A
OP-009P32

10 December 1984

Subj: SECURITY REVIEW GUIDE FOE CONGRESSIONAL MATTERS

Refi (a) OPNAVINST 5730.4D
(b) Navy Witness Guide (OLA)

Enck (1) Security Review Guide

1. Purpcse. To inform personnel of their responsibilities for the security review of Navy
information prepared for presentation to, or publication bj, the Congress and provide (R
guidance and procedures.

2. Cancellation. OPNAVINST 5510.158.

3. Background. The primry responsibility and accountability for security review is with
the witness and originators of all Congressional submissions. The Director of Naval
Intelligence (OP-009P) provides security classification guidance, other assistance as (~
requested, and serves as the point of contact-for resolving security questions emanating
from the Directorate for Freedom of Information and Security Review (DFOI&SM,
Office of the Assistant Secretary of Defense (Public Affairs).

—
4. Action. All DCNO’S, DMSO1s, and heads of naval activities who routinely prepare
mat-or submission to the Congress, or who may occasionally be called upon to
appear as witnesses before Congressional committees or sub-committees, shall ensure all
persomel involved in such efforts comply with the provisions and guidance contained in (R
references (a) and (b), and enclosure (l), particularly the mandatory procedures and
markings requirements to be used in the transcript review process. This instruction does
not apply to the Marine Corps. Security review guidance for the Marine Corps is
provided in HQOP551O.2.

5. Reports ana Forms.

a. The reports required by this directive are exempt from reports controlled by (A
OPNAVINST 5214.7.

b. DD 1790, Prepared Testimony Review, and l)D 1587, Record of Congressional
Transcript Review, shall be provided to the monitoring office (OLA or NAVCOMPT, as (A
appropriate) by OP-906 as needed.

Director of Naval
Intelligence
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:G. ”

L SECURITY REVIEW

1 ~Li>~ui{~e is uesiolleu to wsist individuals responsible for security review and elassi-
f ic~tiol~ iii~~kii)g of Nuvy information prepared for presentation to, or publication by, tile
!./oil&lJs.s. ‘1,IC guicie refers only to security review, not to accuracy or cordpleteness of
presentdtiono

II.IXFINITIONS

i. beeurity lteview. ‘i:ne process which ensures Inaterial intended for pub~ic release does
not =ol]t..~in classified information as defined by dxec~tive Urder 12356.

‘2. ‘l”lie Oiflcid of Prime i~esponsibility (UPt~). ‘1’i]eindividual (originator) responsible———
and accountable for the security review of testimony given, statements nlaae, and data
provlueu to Longreswontii col,lm]ttees, sub-committees, their ,iiembers, and staff assist-
a!lts. i i~e u PK is also responsioie for the security review of transcripts, inserts to tne
recora, ana answers to Congressional questions.

3. Security rievie w Juonitor. The individual assigned by the Director of iiaval Int edi-
genc~ctiP-W9P), wno is responsible for the ~iionitoring of the security review process 111
the ixavy Uepartioent; and who acts as the point of contact with the Ul?UI&SK for the
rewution ot security inconsistencies and classification problems.

4. ,uonitoring ‘Office. ‘A’ijeUf fice of Legislative Affairs (dLA) is the Ivlonitoring office——
wilieh ensures all autl]orization testiniony is reviewed. ‘l’he W’fice of the Comptroller ot’
the Navy (NAVCi.JIVIPT) is the i~ionitorirtg Office which ensures ail appropriation testi-
Inony is revie wea.

5. Prepared StateIllent. A written statement, including supplenlental material, preparea
by a Navy “witness for presentation to a Congressional committee in open or executive
session.

6. upen Session Testi; llony. ‘l’he prepared statement and oral comments given by a Navy
witness before a congressional committee in a hearing open to the public. Such testi-
mony is considered to be releasable to the public; therefore, statements in ust not contai(l
classif ieu inter mat ion.

7. Lxecutive (Closed Session) ‘festi:nony. ‘l’he written and oral statements given by a
Navy witness before a Congressional committee in a hearing closed to the public. Such

‘ testimony may contain classified information. Iiowever, the transcript of the nearing
,must be reviewed to ensure all classified information is bracketed for deletion from the
recora.

(R

(R

(R

(R

(A

(R

(R

(R

& Inserts for tne iiecord. Ampliiying or supplemental information prepared by, or on
behalf of, the N“avy witness for inclusion in the written record of testimony before a
Congressional corn lmittee.

Enclosure (1)
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9. Budget Justification Books. Information prepared by the Department of the Navy at
the direction of, and in the format prescribed by, Congressional committees to explain
and justify in detail the estimates contained in a given Navy budget. Budget Justifica-
tion Books include:

a. Department of the Navy Justification Estimates for Fiscal Year Submitted to
Congress, January Procurement. (Other Budget Justification books =cern research
and development, ~6’ration and maintenance, personnel, military construction, intelli-
gence and communications.)

b. Supporting Data for Fiscal Year Budget Estimates, Descriptive Summaries,
Research, Development, Test and Evaluat~ Navy, submitted to Congress January .

c. Supporting Data for Fiscal Year Budget Estimates, Exhibit P-1, R-1, C-1. (R

d. Congressional Data Sheets for Fiscal Year Budget.—

10. Supplemental, Backup, and Reference Material. Information which is not intended to
be made part of the record or which is prepared for use by witnesses in verbal responses
to questions put by members of a specific committee or by members of the committee
staffs. Point papers, fact sheets, etc., are included.

11. Selected Acquisition Reports (SAR). Information prepared annually with quarterly
Exception Reports by the program manager of a major acquisition program. Program and (R
format are specified by the Office of the Secretary of Defense.

12. Government Accounti ng Office (GAO) Report. Information related to a Navy pro-
gram prepared as a report for Congress by an investigator from the GAO.

n. IUMEw CRITERIA

1. Purpose. The purpose of security review is to prevent unauthorized disclosures of
classified information. Classified information and supporting text which may indirectly (R

reveal classified information shall be marked for deletion. This may require deleting
worals, phrases, sentences, figures, or entire pages.

2. Source Material

a. Before begiming a security review, the OPR should have available source materi-
al for the program being reviewed to determine what information needs protection. For
consist ency, as many of the following sources are pertinent to the review should be used:

(1) The current Security Classification Guide for the program (available in the
OPNAVINSTS 5513).

(2) The current SAR for the program (available in OP-922S).

2
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(3)‘l’he current GAu report ior the program showing final security review (R
,ntirkings (available in OP-925).

(4) ‘i he CUITL: it fi jcal year J“ustit’ication materiai (available in Navy Cornp- (R
troller, uudget Evaluation Group (NCBG)).

(5) ~my previous st:lte nents and testimony on the suhjeet ([latter (available in
ULA, OP-92L, or UP-906).

(6) ‘1’neOpwwtional Nequirelnents (URS) (available in LIP-987).

(7) ‘“rhecurrent Congressional Data Sheets (available in iNCr3G).

(8) ‘l’;).; nest recent unclassified posture statements by the Secretary ●t’
Uefense, the Secretm’y of the Navy, the Chair of tile Joint Chiefs ot’ Staff, the Under
Secretw)~ .~t’ i~efense Research and engineering, the Chief of Naval Upertitioas, and
others (available in OP-007).

o. After screenill~ avililable source inaterial, the OP fi shouh be able to identii’y
information requiring security protecti(m,

3. Security Brackets. To lneet t i~e objective defined in paragraph 1, worcls, phrases,
figures, or sent.wwes which reveal classified information must be bracketed. TJor ex-
ample, it’ the information to be protected is thjit tfie CON l)oli missile is “A’fiKM] N ALL Y
Gdl I-)b~, the word 11rN3KltilIN;\Li.Y11 , and other words or phrases ti )at reveal this inf or ma-
tion should be bracketed. That is, if the subject under discussion is the CON UOti missile
and on page 49 ot’ the testimony the witness states, Hyes sir, it is T)-j’RhIILN ~ 1. l.~ f; uI;~- (R

ED,” tne word l’TLltd~ ALLY” should be bracketed even though the wora COi’N~JG.k wns
not mentioned in that ~.artic, 11(u’sentence. The key is to know what information ,must be
protectea, and maintain that kno),vledge throughout the review. It is important to re-
member that words and phrases may be unclassified standing alone, but may :x? ciassit’ied
when associated wit i) other words or phrases in the testimony or other inforlnatiu] 1
already in the public domail~.

4. Consistency. 13racketing should be consistent. The witness or representati u~:should----
~i],s~lrern~rkings on information previously cleared are consistent with those applied in
the current review. Ii’ tne witness or representative considers til.it infer, nation previous- (R
ly released once again warrants protection, a me! oomndurn must be directed to DFoI&SK
via the S@?llritJ Keview Lilonitor (uP-009P) giving adequate justific:itiol [or tnis action.
The j I+t.ification must be sufficient to enable Ul?UI&Sti to convince the st;if f of the Con-

gressional colrlmittee concerned.

5. Security Justit’iu~tti}o. An OP R must be ready to j mti [y his/her security deterl II i IM-
—-. i;-

tions. 1he best justification is that the program/project semmity classification guide (R
reqllires the information be classific(i, ()ti]er source material identified in paragraph 2
may also be used to support a determinatio,~, ~here applicable.

tiIl[:l ‘);t.l~e (1)
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IVTHE SECUiUTY REVIEW PROCIES

1. Materials which must be submitted to OP-009P and DFOI&SR after security review by
the OPR:

k Statements to be delivered orally, or submitted for inclusion in the record of an (R
open session hearing.

b. Transcripts of executive session testimony provided by the committee for minor
editi~ and review for security. (Transcripts of open session testimony are nOt reviewed
by 0~-009P except for edit~d text and ‘inserts-for the record to be included in
transcript.)

c. All inserts for a particular hearing, whether open or closed, submitted after
transcript has been reviewed.

d. Drafts of all Budget Justification Books.

the

the

e. Supplementary, backup, and reference materi~ i.e., slides, charts, films, and
briefings whenever the material may be published or released by the Congres.

f. Drafts of SARS.

g. GAO reports submitted to the Department of the Navy by GAO for comment and
security review.

2. Materials which need not be submitteck Prepared statements for presentation in
executive session. however, assistance will be provided by the Security Review Monitor
in the proper markings for classification and downgrading/declassif icat ion. When such
statements are returned for editing, they will require review of the entire transcript,
including statements made by me}nl>ers of Congress and the testimony of other witness-
es, bracketing by the OPA and review by the Security Review Monitor.

3. Time allowed for review: The more time allowed for security review, the better the
“-”---- If i~ufficient time is allowed, it will not be possible for the Security Review (Rreview.

Monitor to verify exisiting brackets nor indicate the need for changes in bracketing.

V. SUBMISSIONS

1. Forms

a. DD Form 1790 will be used by the l~lonit~riW Office (OLA, NAVCOMPT, or OP-

-

906)for forwarding prepared stateme~ts, drafts of Budget Justification Books, inserts for (R
the Record, and supplementary, backup, and reference materials.

b. DD Form 1587 will be used by the Monitoring Office (OLA and NAVCOMPT) for
forwarding transcripts of testimony.

(R

—

4

Enclosure (1)



:..

OPNAVINST 551O.158A
10 DEC 19M

2. Bracketing. When classified information is bracketed, the left margin of the page
which contains the classified information must indicate the name, office symbol, and
phone number of the official who placed the brackets around the information. This nota-
tion will facilitate contact by the Security Review Monitor if the markings appear to be
incorrect or questionable. Notwithstanding the bracketing requirements, all documenta-
tion prepared by the Department of the Navy for Congressional consumption must show
the source for classification, be classified by paragraph, and contain downgrading/declas-
sification notations as required by OPNAVINST 551 O.1G. For transcripts, only the over-
all classification, source for classification, and downgrading/declassification information
will be used.

3. Priorities. When OLA and NAVCOMPT have several documents in the review process,
they must supply a priority listing for clearance. Otherwise, the Security Review Moni-
tor will review the information in the order received.

4. SARS and GAO Reports. SARS will be submitted by OP-922 after security review by
the OPR. GAO Reports will be submitted by NAVCOMPT (NCB-53) directly to Op-009p
after security review by the OPR.

5. Incorrect Submission. A document maybe returned without clearance by the Security
Review Monitor when:

a. No staff coordination or OPR security review are evident, or

b. Bracketing, source for classification, or downgrading/declassification information
is missing, or

(A

c.

d.

e.

Pages are missing or incomplete, or

It is unreadable, or

Its review is not required.

VL FLOW OF CONGRIBSIONAL TIWHMONY

1. Congressional committees forward transcribed verbatim testimony to the Navy. The
OLA will receive authorization testimony or any other testimony delivered to a com-
mittee or subcommittee except the Appropriations Committee. If it is appropriations
testimony, it is received by NAVCOMPT. OLA and NAVCOMPT forward the testimony
to OPRS. When the OPR is within OPNAV or a subordinate activity, the testimony will
be forwarded to the Head, Congressional, and Policy Coordination Branch (OP-906).

2. OPRS perform accuracy editing and bracketing of specific classified information. (R
Testimony is then processed through the Security Review Monitor (OP-009P).

3. After review by OP-009P, the documents are returned to OLA, NAVCOMPT, or to
OP-906, as appropriate, for further transmittal to DFOI&SR. DFOI&SR applies the final (R
security bracketing before clearance. The document is returned to OLA or NAVCOMPT

...
. fr

.-
;.

-.
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where the record copy is marked to conform with the DFOI&SR bracketing. The docu-
ment is then transmitted to the Congress.

4. OP-009P serves as the point of contact with DFOI&SR for security matters, and will
resolve security classification disputes within the Navy.

VIL FLOW OF OTHER CONGRESSIONAL MATERIAL

1. Selected Acquisition Reports (SARS)

a. Program managers forward SARS to
Division (OP-922). SARS will have been
information bracketed prior to forwarding.

the Head, Investment and Development
reviewed for security, with classified
OP-922 forwards SARS to the OPNAV

program sponsor for review. This review must also include a check of the program
manager’s security review.

b. Upon completion of the OPh review, OP-922 forwards the SARS to OP-009P in
quadruplicate (only one copy having been bracketed in advance). After review by the
OP-009P Security Review Monitor, the SARS are transmitted to the DFOI&SR.

2. General Accounting Office (GAO)Reports

a. The Director, Budget Policy and Procedures Division (OP-925/NAVCOMPT (NC13-
5)), receives draft reports from the GAO. OP-925 (through NAVCOMPT (NCB-53)) for-
wards reports to the appropriate OP R for review and security bracketing.

b. The OPRS perform the security review and bracket classified information. OPRS
forward a bracketed copy to 0P-925 /NAVCOMPT (NCB-53) for processing through the
Security Review Monitor (OP-009P). A second copy is required for OP-009P files.

c. After review by OP-009P, the GAO reports are returned to OP-925 to obtain the
final security bracketing and clearance by DFOI&SR. The document is returned to OP-
925/NCB-53 where the record copy is marked with final brackets. The document is then
transmitted to the GAO.

d. Changes in the reports classification (upgrading or downgrading) and declassifi-
cation markings are made by the program sponsor (OPR), and all offices known to have
received the original GAO report are notified by the OPR.

3. Bu@et Books

a. Drafts of Budget Estimates Descriptive Summaries, Justification of Estimates for
Procurement, Procurement P-1 Line Items, and Congressional Data Sheets, etc., are re-
viewed for security by the OPft and submitted to NAVCOMPT (NCBG-2)/CNO (OP-92C).

b. Upon completion of the OPR’S review, NAVCOMPT (NCGB-2)/CNO (OP-92C) for-
wards two copies of each Budget Book to the Security Review Monitor (OP-009P ) for

(R

(R

(R

(R

—

(R

(R

(R

(R

-.
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processing. The Budget Books are then returned to NAVCOMPT (NCBG-02/CNO(OP-
92C) for processing through DFOI&SR for final security bracketing and clearance.

WI. POINTS TO REMEMBER

1. Release of Congressional Information. Information prepared for presentation in exe-
cutive or open session may not be released to the public until released by, or with the
permission of, the Congressional committee. The importance of maintaining the confi-
dence of Congress in this regard cannot be overemphasized.

2. Handling of Classified Documents. It must be emphasized the review for security
only identifies classified information. The Security Review Monitor (OP-009P) does not
classify, regrade, or declassify. For Navy-prepared documents, the witness or originator
is responsible for classification or declassification, page, and paragraph marking, etc., in
accordance with OPN AVINST 551 O.1G. Any compromise of classified information must
be handled in accordance with OPNAV Instruction 551 O.1G. OPRS should make a review
of’ the final security markings and red brackets as submitted to Congress. They are
available in OLA, NAVCOIVIPT, or OP-906. If the OPR disagrees with the final security
markings, he/she should immediately notify the Security Review lMonitor (OP-009P) so
the issue can be re-evaluated with DFOI&SR and resolved immediately. Formal paper- (R
work can follow. This will ensure that any possibility for compromise is minimized, and
that changes are made prior to information in the documents being released or published
by the Congress.

3. “For Official Use Only “ (FO UO). The designation of “For Official Use Only” is not a
security classification and is not a consideration in security review. However, it is an

‘ indication that an originator considers such information to be exempt from disclosure
under the Freedom of Information Act (SECNAVINST 5720.42 C). DFOI&SR and OP-009P
will take no action with respect to “FO U0“ information in Congressional material. Infor-
mation to be released to Congress containing the marking “For Official Use Only” shoula
either be removed if a review of the information by the OPR indicates that the informa-
tion no longer requires the marking, or an explanation should be provided the recipient as (R
to the significance of the term “For Official Use Only,” i.e., “This document contains in-
formation which is exempt from disclosure under exemptions 2 through 9 of the Freedom
of Information Act.” The submitter of the Congressional material must make arrange-
ments for the protection of any “FOUO” information furnished to the Congress. “For
Official Use Only” information should be bracketed and the notation “FOUO” made in the
margin.

4. Non-Security Exemption (NSH). The designation “Non-Security Exemption” is not a
security classification, and is not considered in the security review. However, it is an
indication that an originator considers such information to be exempt from disclosure
under the Freedom of Information Act pursuant to SECNAVINST 5720.42C. Information
containing NSE information to be released to the Congress shall be bracketed and the
notation “NSE” will be made in the margin. Some examples of such exemptions are:

a. Bargaining limitations and positions.

Enclosure (1)
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b. Information authorized by 18 U.S.C. 1905 (Confidential Trade Information) trade,
technical, and financial information provided in confidence by business firms, trade -
groups, etc.

c. Statistical data and commercial or financial information concerning contract per-
formance, income, profits, losses, and expenditures, if received in confidence from a
contractor or potential contractor.

d. Commercial or iinancial information received in confidence in connection with
loans, bids, or proposals, as well as other information received in confidence or privi-
leged; such as trade secrets, inventions, and discoveries or other proprietary data.

5. Problem Areas. When time limitations for review are not observed, it is detrimental
to a meaningful review. Those in the sequence who delay the processing of information
are increasing the risk of Navy embarrassment due to late response to Congressional
deadlines, as well as increasing the possibility of compromising classified information.
The Congressional season is a busy time for everyone, but response to the Congress must
take high priority.

8
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PREPARED TESTIMONY REVl~W

I) IRECTOR, SECURITY REVIEW, OASD(PA)
I

The attachrd dncumcnt is for~-[dcd h rctiew m =Coc~anceWithparagraphW.B.Lb., DoDDircctivt*5w0.~.

)ESCRIP1 ION OF OC)CUMCI<l fEm.t ●etwornt. bud#or r~~.tlllcdkn book. hwottrs) ●t page(a), ●ICJ

JITNESS

:OMtil TTEE/SIJe COMMITTEE

IEARING DATE AND SUS3JECT

,AGE COUNT

THIS OOCu MENT IS foR UnClaSSified G UNCLASSIFIED preSentatiOn (CrIock’.ppIicaede I.,mj

PON COMPLETION fIOTIFY (Namw. ,~w,cv .nd tehohm. numb,)

.

IWCCT CJ:IESTIONS TO t:bm..-. ●@.Icv .nd t.l-plm. n. numb.r)

rhe ~rt.,( l.! d m., [urlal IIIIS department/ngenCy :,pproval for the purpose specified. Any portions requ~rlng sccurltv pr,>
tvtlon II., . e bot.tl ,Ippr,q,rlatvly dcsign~tcd.

ENCLOSURE (1) 9
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(Atch. 2 to Encl. 1)

RECORD OF CONGRESSIONAL TRANSCRIPT REVIEW

TRANSCRIP7 .lCTION VO NITOR f.Vame, ogency and telephone number) OATE RECEIVED FF!Otvl CON
GRESS

TO 1.. Turn! OATE ACTION MUST BE COMPLETED

1. —

2. ———

~, DIRECTOR, FREEDON1 OF INFORXIATION AND

SECURITY REVIEW, OASD (PA)

.
1.

.

I3.

1

DESCRIPTION OF DOCUMENT HEARING OATE AND SU8JECT PAGES

CO MM IT TEE I SUBCOMMITTEE
THRU

HEARING CLOSED GPE’J
—

CLASSIFICATION

The attached transcript of testimony is forwarded for edi~oriai and security review in accordance with DoD
Directive 5400.4. To meet committee requirements and allow time for final review by the Directorate for
Freedom of Information and Security Review, OASD(PA), your action must be completed as Indicated. Eat!}
element )n the review process must give cooperative consideration to the time requuements of all elernen[s II)

meeting due out dates. .An advance copy of this DD Form has been sent to DFOISR, OASD( P.I).

GUIDELINES

!. SECURITY

.4. GEHQER.AL. Rewew must be accomplished by
officmls competent ccl juclge the security aspects of

the subjects ii-ivolved and to provide a consistent and
ciefenslble security position.

B. !,I.ARKI.NG
1. Use black lead pencil.
2. IrIclose with brackets [ ] reformation

to be deletes.
3. Make deletions as limited as possible,

considering whether the total context may contain
clues to the information deleted.

II. EDITORIAL

-A. GENERAL. Edit to correct inaccuracies.

B. MARKING
1. Use black lead pencil.
94. Line through all worfls or figures for

which substitute language or fi~ires are entere(i.
Do not use brackets.

3. Print or write all entries legbiy.
4. Use standard proofrea(iers markings.
5. Do not change statem~nts by commit-

tee members. >’ote inaccuracies m the marmn.

FORWARDING CERTIFICATE

TO: Dmector. Freedom of Information and Security Review, OASD( P-A) Date

Portions of the attached transcript whlcll require deletion in the Interests of Ilational securlt:. ‘>ei,)re

publication have been bracketed. This action represents the considered judgment of this department acenc’.
that the information so marked warrants the protection of security classification.

SIGNATURE

I
m 1~::~. 1587 REPLACES OCI FORM 1587, 1 APR 74, WHICH IS08SOLETE.

—


